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1. Executive Summary

In accordance with NYU’s commitment to enhance NBN Corporation’s
security posture, a comprehensive penetration test was conducted from 7 December
2023 to 17 December 2023. The primary objective was to evaluate the security
posture of NBN’s future deployments and escalate privileges from standard user to
root through system vulnerability exploitation. Testing highlighted several major
security vulnerabilities which, when used in conjunction with one another, enabled
pen testers to gain root access to all systems:

1. Cross-site scripting (XSS)
2. SQL injection
3. Local file inclusion/path traversal
4. Credential dumping via SQL injection
5. Unauthorized file transfer via SSH due to credential dumping, and
6. Unauthorized server access

Having been given the IP addresses of the targets, initial reconnaissance
resulted in the discovery of four open TCP ports on the main Server (172.16.1.1,
10.10.0.66) consisting of two Apache servers, an FTP server, and an OpenSSL port.
Further examination of these IPs brought forth web interfaces whose employee
logins were password protected. XSS and SQL injection confirmed that the site and
therefore the server was vulnerable to injection, and automated tool sqlmap
performed advanced injection for table and user credential dumping. Credentials for
CEO Gibson and IT specialist Stephenson were obtained in this process.

The LinPEAS script was run on the target 10.10.0.66 after logging in as Gibson
to identify weak points in the system that could be exploited to gain root. This was
achieved by running specific commands found to exploit tee and alter the
/etc/passwd file and by downloading versions of the recommended vulnerabilities in
Python to the attacker machine and sending them to the target via Netcat. Running
scripts was accomplished after changing file permissions to 777 or +x, and these
Python exploits granted the pen testers root access. As superuser, it was possible to
ping target 172.16.1.2, which is where testers logged in as Stephenson to run the same
LinPEAS script followed by a Python exploit recommended by LinPEAS that once
again granted testers immediate root access.

All vulnerabilities were scored using NIST’s CVSS Version 3 score calculator,
which employs formulas for base, temporal, and environmental scores that take into
consideration factors such as attack vector, complexity, privileges required, user
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interaction, code maturity, remediation level, privileges required, and impact upon
confidentiality, integrity, and availability, among other factors. The average of all
scores is 8.86, indicating high criticality, ergo, immediate fixes and recommended
mitigations for major vulnerabilities in the table below should be reviewed
immediately. The flags located in Appendix B provide solid evidence that data has
been exposed. In addition to these fixes and mitigations, it is imperative that system
administrators conduct a review of system configurations to ensure that they adhere
to the best security practices according to whichever framework they choose to
follow.

Priority Vulnerability Fixes and Mitigations

1 SQL Injection Sanitize all user input to prevent injection by
users and tools akin to sqlmap and begin using
stored procedures for SQL command execution,
improving overall performance and supporting
security and data integrity via data access
controls.

Taking mitigation a step further should also
consider using a microservice architecture to
isolate and/or segment the network and its
assets to limit the scope and impact of security
breaches.

2 Cross-site Scripting Sanitize all user input to prevent HTML tags
and/or JavaScript code execution in user input
fields and implement checks for common
malicious XSS and JavaScript code/text format
into the system

3 Unpatched/Outdated Systems All systems should be updated and/or patched
to eliminate attack vectors before they can be
found and exploited

4 Password Policies Set new password requirements that include a
specified length of at least 10 characters and a
mix of numbers, letters, and special characters
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2. Introduction

2.1 Goals and Purpose

This penetration test conducted for NBN was to fulfill the purpose of exploiting two
web servers for system hardening before server deployment. Goals of the test were
to identify vulnerabilities in attempting privilege escalation to root, assess the impact
and risk associated with the vulnerabilities, and provide system hardening
recommendations to prevent further breaches of customer and employee data. To
achieve this, red teaming and black box testing that emulated real attacks without
prior knowledge or employee credentials were performed on the development and
production servers.

2.2 Targets and Scope

Specific targets were the NBN Server (172.16.1.1, 10.10.0.66) and the Client (172.16.1.2).
The test was conducted over the course of a week and a half, beginning on 7
December 2023 and ending on 17 December 2023. NBN CISO Bill Gibson was the
primary point of contact for emergency escalation and communication when
needed.

2.3 Major Flaws and Immediate Fixes

The following flaws and associated fixes contribute to the overall NBN security rating
of 8.86, the average of all individual vulnerability scores.

Priority Vulnerability Immediate Fix

1 SQL Injection Sanitize all user input to prevent injection by users and tools
akin to sqlmap and begin using stored procedures for SQL
command execution

2 Cross-site Scripting Sanitize all user input to prevent HTML tags and/or
JavaScript code execution

3 Password Policies Set new password requirements that include a specified
length of at least 10 characters and a mix of numbers,
letters, and special characters
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3. Methodology and Findings

For the purposes of this assessment, NBN provided NYU with no information
regarding user credentials or company assets outside of the IP addresses of the two
servers it wishes to deploy after testing. This was to authentically emulate an
adversarial attack without internal information. Risk and criticality scores for each
finding were calculated using CVSS Version 3.1 on NIST’s National Vulnerability
Database are on the right of each subtitle. Scores of 0-4 are of low criticality, whereas
5-7 are medium criticality and 8-10 are high criticality.

3.1 System and Version Discovery 0

To identify open ports, systems, and versions, port scanning using nmap was
conducted (Figure 1). This was an aggressive TCP and UDP port scan with increased
verbosity for the top 1000 ports for both the Server and Client. The scans revealed
similar information for both the Client and the Server, as shown in Figure 2A.

nmap -sS -sU -sV -O -p- -vv -oN /home/kali/Desktop/nmap-results.txt

172.16.1.1 -T4

Figure 1 Nmap command used for port discovery.

Figure 2 Nmap output table from the command in Figure 1.

3.2 Web Interface Scanning 0

Seeing which services were running led pen testers to attempt to access resources in
the attacker machine’s browser. By placing the IP addresses 10.10.0.66, 10.10.0.66:8001,
and 172.16.1.1 in the browser, it was possible to attempt privilege escalation in this
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manner. A ZAP scan of 10.10.0.66 (Figure 3) was conducted prior to discovering the
pages to reveal further points of entry into the system images.

Figure 3 ZAP scan of 10.10.0.66 address.

3.3 Web Interface Exploitation

3.3.1 Cross-Site Scripting (XSS) 7.6

Figure 4 demonstrates the successful execution of XSS, which can be used to steal
cookies, manipulate web content, capture keystrokes, and perform actions as users
among other browser vulnerabilities not mentioned here. In this attack, the simple
command <script>alert(1);</script> was executed by placing it in the username
field and pressing “Enter”.
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Figure 4XSS using the <script> and alert() functions.

Additionally, inspecting the page, navigating to “Console,” typing document.cookie,
and placing the cookie in the URL (http://10.10.0.66/login.php?authenticated=1)
provided access to leads to the employee portal (Figure 5).

Figure 5 XSS using the <script> and alert() functions.
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3.3.2 SQL Injection 9.5

A basic SQL injection of “1=1” on the staging server, located at 10.10.0.66:8001, revealed
the username to be “test.” With the username and password as “test” and “”,
respectively, a successful login occurred on the page shown in Figure 6.

Figure 6 Successful login attempt on the staging server.

3.3.3 Local File Inclusion (LFI) 9.0

Results from ZAP revealed that pen testers could easily access paths via the HTTP
connection in the web browser via path traversal command https://10.10.0.66/data/
(Figure 7). This allowed the pen testers access to some files and directories after
seeing that data and assets pages had been crawled using ZAP.

Figure 7 Successful LFI attack using /data.
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3.3.4 Credential Dumping 9.6

Seeing that the development server is vulnerable to injection, SQLmap was used to
dump tables and reveal employee credentials. Dumping the table data revealed
gibson and stephenson along with their password hashes (Figure 8), which could be
decrypted using Sqlmap, John the Ripper, and various online tools for plaintext
password discovery.

Figure 8Dumped user passwords.

3.4 Unauthorized Server Access and File Transfer 8.6

After dumping credentials with Sqlmap, pen testers were able to SSH into the server
as user “gibson” with the command sudo ssh -p 443 gibson@10.10.0.66 (Figure 9).

Figure 9 Successful SSH into the NBN server.
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Because one of the goals of this penetration test is to obtain root access, further
research on the subject led to the discovery of LinPEASC1, a scripting tool used to
search for possible paths for privilege escalation on Linux, Unix, and macOS
machines alike. Attempting to curl the GitHub repository revealed that the server
was not connected to the Internet, thus requiring the transfer of the script via Netcat
from host to server using any port available after downloading it directly from
GitHub.

Upon trying to exploit some of the listed vulnerabilities, such as the CVE-2021-4034
exploit for pkexec shown in Figure 10, it was discovered that the server was unable to
compile C files, requiring exploits that utilized Python. Research led pen testers to a
CVE-2021-4034 exploit written in PythonC2 that was not included with LinPEAS. This
exploit provided pen testers with a limited shell which allowed commands such as
cat /etc/shadow, the location of password hashes, to be displayed; however, it was
not able to initialize policy plugins when pen testers attempted to add the user
Gibson to the root group.

Figure 10 Obtaining a limited shell as user gibson

LinPEAS revealed that tee was a vulnerable entry point for privilege escalation. A
Google search provided a Python exploit that was simple and capable of providing
full root accessC3 (Figure 11). Establishing an SSH connection into the system as root
was possible when using the user created in the tee vulnerability. It was then
possible to ping Client 172.16.1.2.
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Figure 11 Obtaining a limited shell as user gibson.

Tee was not exploitable on Client and transferring files from the attack machine to
172.16.1.2 via Netcat failed to work properly, hence the manual copy and paste of the
LinPEAS script into Nano. The results in Figure 12 provided more attack vectors. Once
again, this machine could not compile C code, so python solution exploit_nss.pywas
chosen from CVE-2021-3156C4, which provided immediate root access in a shell
(Figure 13).

Figure 12 Obtaining a limited shell as user gibson.

Figure 13 Obtaining a limited shell as user gibson.
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4. Conclusion

NBN Corporation suffered a series of exploits that led to complete privilege
escalation to root utilizing both a Client (172.16.1.2), Server (172.16.1.1, 10.10.0.66), and
various open ports to services on these images.

As previously stated, the goals of the penetration test were as follows:
1. To attempt privilege escalation to root and identify associated vulnerabilities
2. To assess the impact and risk associated with the vulnerabilities, and
3. To provide system hardening recommendations to prevent further breaches

of customer and employee data

A multitude of medium to high risk items resulted in a total compromise of NBN
servers and data. To reiterate, the following immediate fixes for these items should be
implemented as soon as possible:

Priority Vulnerability Immediate Fix

1 SQL Injection Sanitize all user input to prevent injection by
users and tools akin to sqlmap and begin using
stored procedures for SQL command execution

2 Cross-site Scripting Sanitize all user input to prevent HTML tags
and/or JavaScript code execution

3 Password Policies Set new password requirements that include a
specified length of at least 10 characters and a
mix of numbers, letters, and special characters
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5. Appendices

A. Ports, Protocols, and Services

Port State Service Version

80/tcp OPEN HTTP Apache HTTPD 2.4.29 (Ubuntu)

443/tcp OPEN SSH OpenSSH 7.6p1 (Ubuntu)

8001/tcp OPEN HTTP Apache HTTPD 2.4.29 (Ubuntu)

65534/tcp OPEN FTP VSFTPD 3.0.3

B. Flags

Flag 1
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Flag 2

Flag 3

Flag 7
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C. Exploits and Sources

Reference Type Name Usage

C1 Tool LinPEAS Searches for paths to escalate
privileges on various hosts

C2 Exploit CVE-2021-4034 Local privilege escalation using
pkexec

C3 Exploit Sudo Tee Privilege Escalation Generates an MD5 password
for a new user, paste into a
printf command, and overwrite
/etc/passwd using tee. Switch
to the new user.

C4 Exploit CVE-2021-3156 Heap-based buffer overflow in
Sudo that allows for privilege
escalation to root by local users
without authentication

D. User Credentials

Username Password Hash Plaintext Password

gibson *9FC2C02363381143C5E8E9288885280EAA53D61C digital

stephenson 942cbb4499d6a60b156f39fcbaacf0ae pizzadeliver

- *BE021F890410EE21539FD5F268D6109CBFDE7B57 $STRONG_PASSWORD
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